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1. INTRODUCTION

1.1. PURPOSE

The purpose of this document is to give an ovenoevihe implementation of the Monitoring system
to monitor the adherence of available network recsito the requirements set by Service Level
Agreements concluded between the Baltic Grid ptaged national research and education networks
of Estonia, Latvia and Lithuania.

1.2. APPLICATION AREA

The monitoring system has been developed to refleetprinciples of the Baltic Grid network
monitoring described in DSA2.3.

1.3. REFERENCES

[1] Monalisa http://monalisa.caltech.edu

[2] CERN IT department http://network-statistics.web.cern.ch/network-
statistics/ext/?p=sc

[3] UK Grigmon http://www.gridpp.ac.uk/gridpp18/p20070320-rt-
18collab.pdf

1.4. TERMINOLOGY

ACRONYMS EXPLANATION

CERN European Organisation for Nuclear Research

diffserv Differentiated services

EENet National Research and Education Network of Estonia
EGEE Enabling Grids for E-sciencE

GE Gigabit Ethernet

GEANT European Academic Network

LATNET National Research and Education Network of Latvia
LHC Large Hadron Collider

LITNET National Research and Education Network of Lithaani
NREN National Research and Education Network

PoP Point of Presence

RTT Round-trip time

SA Specific Service Activity
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SLA Service Level Agreement
SLR Service Level Request
SLS Service Level Specification
TCP Transmission Control Protocol
UDP User Datagram Protocol
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2. GRID INFRASTRUCTURE OVERVIEW

In the framework of SA2 activity Grid infrastrucas in all three countries were studied and analysed
The overall goal was to create an understandaldegplicit network topology depiction which would
contain all major network components and grid @tsseind would allow easy access to the monitoring
and SLA adherence data.

According to the concluded SLAs between BalticGadd the NRENs of Estonia, Latvia and
Lithuania and the amendment to SLA between BalitGmd LATNET, the following SLA
requirement targets have been agreed:

1. BalticGrid and EENet:

EENet will provide the following International coectivity to GEANT network, which
corresponds to GEANT Best Effort traffic class:

One-way delay does not exceed 200ms.
Packet loss < 1%.

2. BalticGrid and LATNET:

NREN will provide the following International concigvity to GEANT network:
Packet loss: <0.1%

One-way delay between the BalticGrid resource esnis in the range of 20-50ms,
but does not exceed 150 ms under any conditions.

MTU of at least 1500 bytes all along the trafficipa
Minimal jitter by avoiding extra routing/bufferirfgpps on the path.
Traffic load does not exceed 75% of available badtwfor more than 10% a month.
Available bandwidth should be increased so th#ficrinad does not exceed 50%.
3. BalticGrid and LITNET:
Packet loss: < 0.1%

One-way delay between the BalticGrid resource esnis in the range of 20-50ms,
but does not exceed 150 ms under any conditions.

MTU of at least 1500 bytes all along the traffittpa
Minimal jitter by avoiding extra routing/bufferingops on the path.
Traffic load does not exceed 75% of available badtwfor more than 10% a month.
Available bandwidth should be increased so th#ficrlnad does not exceed 50%.
In the following chapters more detailed overviewG@ofd infrastructure in each country is given.

2.1. ESTONIA

The network topology in Estonia was studied alreedslier and is described in the deliverable BG-
DSA2-1. In autumn 2007 there are four Grid clustar&stonia. They are located in two cities — in
Tallinn and in Tartu. According to SLA between BzBrid and EENet there are the following

demarcation points:

1. Estonian Educational and Research Network (EENet

Raekoja plats 14, Tartu, Estonia; 3rd floor

BG-DSA2-4-v2-1-IMCSUL- PUBLIC Page 6 of 35
MonitoringSystem



DESIGN AND IMPLEMENTATION OF MONITORING
SYSTEM

Type of interface: Gigabit Ethernet
2. National Institute of Chemical Physics and Biggbs (NICPB)
Sdle 14, Tallinn
Type of interface: Gigabit Ethernet
3. University of Tartu (UT)
Raekoja plats 14, Tartu, Estonia, 3rd floor
Type of interface: Gigabit Ethernet
4. Tallinn University of Technology (TTU)
Sdle 14, Tallinn
Type of interface: Gigabit Ethernet
The following components of the EENet network avasidered part of the Grid infrastructure:
GEANT router in Estonia
Central EENet router in Tallinn
Links between routers in Tallinn
Router in Tartu
Link to Tartu

Links to the institutions which host the Grid clerst (i.e. EENet and NIC PB) and their
respective routers and switches.

o gk whNhPE

All these components are visualised in Fig. 1. kiake visualised according to their maximal capacit
(2.5 Gbhps and 1Gbps) and network devices are difteted as a router or switch. Grid clusters are
also included providing information on how many Wemr nodes, storage elements and other
components are in each cluster.

The resulted visualisation gives simplified but yede understand view of the Estonian Grid
infrastructure. This visualisation is used in thaeltBGrid Network Monitoring system to provide
access to load and SLA adherence monitoring aratseencountered on each link (see Chapter 4
below).
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Fig. 1. Grid infrastructure depiction in Estonia

2.2. LATVIA

Network topology in Latvia was also already studézdlier and is described in the deliverable BG-
DSA2-1. In autumn 2007 there are three Grid clsstetatvia. All of them are located in Riga:

1. Institute of Mathematics and Computer Science
Raina bulv. 29, Riga,*floor, room no 107
Type of interface: Gigabit Ethernet
2. Riga Technical University
zenes 12, Riga
Type of interface: Gigabit Ethernet

Each of the following components of the Latvian deanic network is considered as a part of the Grid
infrastructure:

1. GEANT router in Latvia
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Three central Cisco routers in Riga which provideess from the institutions to the GEANT
router

3. Links between routers in Riga

Links to the institutions which host the Grid clerst (i.e. IMCS UL and RTU) and their
respective routers and switches.

All these components are visualised in Fig. 2. kiake visualised according to their maximal capacit
(2.5 Gbps and 1Gbps) and network devices are diffixted depending if it is a router or switch.dGri

clusters are also included providing informationlmww many worker nodes, storage elements and
other components are in each cluster.

The resulted visualisation gives simplified but yeas understand view of the Latvian Grid
infrastructure. This visualisation is used in theltBGrid Network Monitoring system to provide
access to load and SLA adherence monitoring amtseencountered on each link (see Chapter 4)
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Fig. 2. Grid infrastructure depiction in Latvia
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2.3. LITHUANIA

The network topology in Lithuania was also studsed described in the deliverable BG-DSA2-1. In
autumn 2007 there are 11 Grid clusters in Lithuahley are located in different cities — Vilnius,
Kaunas, Klaipeda, Palanga, Siauliai. The followiogmponents of the LITNET network are
considered part of the Grid infrastructure:

1. GEANT router in Lithuania

2. All backbone routers which compose the LITNET rbagkbone, i.e. routers in Kaunas,
Vilnius, Klaipeda, Siauliai, Panevezys

3. The ring backbone

4. Links between the backbone routers and institutwmish host the Grid clusters (i.e. KTU,
VDU, VTU, MIC, Vilnius scientific institutes, Siaai University, Klaipeda University,
Palanga University) and their respective routetssamtches.

All these components are visualised in Fig. 3. kiake visualised according to their maximal capacit

(10Gbps, 2,5Gbps and 1Gbps) and network deviceslitiegentiated depending if it is a router or

switch. Grid clusters are also included providingprmation on how many worker nodes, storage
elements and other components are in each cluster.

The resulted visualisation gives simplified butyeds understand view of the Lithuanian Grid
infrastructure. This visualisation is used in theltBGrid Network Monitoring system to provide
access to load and SLA adherence monitoring amtiseencountered on each link (see Chapter 4).
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3. OVERVIEW OF EXISTING MONITORING SYSTEMS

In this section a brief overview of other Grid netw monitoring systems is given. BalticGrid
resources and network performance to some extenbeanonitored through some of these systems,
but none of them provides the fine-grained netwStkA adherence monitoring and hop-by-hop
troubleshooting information, as was envisioned he BaticGrid network design. Therefore the
BalticGrid network monitoring system described inapter 4 has been designed and implemented to
complement the functionality of the systems meribim this Chapter.

3.1. MONALISA (HTTP://IMONALISA.CALTECH.EDU/):

MonALISA (Monitoring Agents using a Large IntegrdtServices Architecture) has been developed
over the last four years by Caltech and its pastvath the support of the U.S. The framework is
based on Dynamic Distributed Service Architectungl & able to provide complete monitoring,
control and global optimization services for compdgstems.

Aspects of complex systems :

1) System information for computer nodes and clusters.

2) Network information (traffic, flows, connectivityppology) for WAN and LAN.
3) Monitoring the performance of Applications, Jobservices.

4) End User Systems, and End To End performance nerasuts.
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IT/CS continuously monitors and records the amadntetwork traffic on key infrastructure points,
both for campus and Internet connections. Thisrmédion is used internally by Network Operations
staff to ensure that all links are operating withteptable limits and determine where upgrades are
needed.

Service Challenge 4 has started with the goal ofaestrating that all of the offline data processing
requirements expressed in the experiments Compuiadels, from raw data taking through to
analysis, can be handled by the Grid at the fulhinal data rate of the LHC.

The system also provides on-line information ondheent throughput for each TierO-Tierl link, and
flow information on the top performers.
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GridPP is a collaboration of particle physicistsl @emputer scientists from the UK and CERN. They

(HTTP://IWWW.GRIDPP.AC.UK/GRIDPP18/ P20070320-RT-

are building a distributed computing Grid across kK for particle physicists.

Monitoring system Gridmon used by this project 2e3iCP and UDP performance, general

connectivity and routing.
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4. BALTICGRID NETWORK MOINTORING SYSTEM

4.1. BASIC PRINCIPLES

As it was planned in the previous deliverable BGARS3, the BalticGrid network monitoring system
has been implemented as an overlay to the existtgork monitoring systems and tools deployed
within the NREN networks of Lithuania, Latvia andst&nia. The overlay BalticGrid network
monitoring system portal is located at addrefp://gridimon.balticgrid.orgThis portal provides a
convenient centralized view on the essential histamd real-time BalticGrid network parameters sthu
serving as an excellent troubleshooting and SLAeegice monitoring portal, which is publicly
available and is daily used the BalticGrid operaticentre personnel.

Soliciting of the proper network monitoring data fbis portal was not a trivial task, because rihéal

out, that not all Baltic NRENs are monitoring dletessential performance parameters included in the
signed BalticGrid SLAs. It was easy to obtain thwaual traffic graphs for most links of interest foe
BalticGrid, as this is the most popular parametenitored by NRENSs. But obtaining of more SLA-
oriented graphs for packet-loss and packet-deldally was not possible, as these parameters were
not monitored. Meanwhile, these are the most eisggratrameters for actual data transfer performance
measurement in the Grid environment, and thereforeessential to BalticGrid.

SA2 activity evaluated two options for obtainingcket-loss and packet-delay graphs — the EGEE
developed E2Emonit and Cisco SNMP rping. Finalk2 Sided with Cisco SNMP rping option due
to its easier implementation in the NREN netwot&ggely based on Cisco equipment.

Rping between devices has been implemented viafis#ly defined template within Cacti. This
template is used to activate perl script rpinggkkecute commands on Cisco devices. Results are
gathered and graphs showed in the template. THespd@pt was written by Omer Ansari in 2000.
Some changes in the script were implemented t@alsISLA parameters in a shared 100% scale.

reguls-gw.latnet.lv rping geant-gw.latnet.lv *Turn On Graph Debug Mode,

Graph Template Selection [edit: reguls-gwlatnet,Iv rping geant-gw.latnet.lv]

Selected Graph Template
Choose  graph termplate to apply to this graph. Please note that graph data may be lost if you change the graphtemplate | Cisco - Remote ping =l
after one is already applied

Host

Choose the host that this graph belongs to: [regulsGridsia (158.148.60.254) =

Supplemental Graph Template Data

rem Fields

|regu|5-gw rping geant-gw (rping_avg)

I

|regu|5—gw rping geant-gw (rping_max)

E.fi

|regu|5-gw rping geant-gw (rping_min)

B

&

Ireguls-gw rping geant-gw (rping_rate)

Fig. 4 LATNET Cisco SNMP rping monitoring setup sceen
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GRID - reguls-gw.latnet. v rping RTL GRID SLA - Mozilla Firefox

File Edit  Wiew History Bookmarks  Tools  Help
> - (@ E |_| File:,I',I',I'C:,I'Documents°a"02Dand°a’02DSettings,l'Gur| 'l [ | |': £l |4
§ =
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I T T S s s S NN T e S s s e s Z
= g
—
5 SISE G 2
15:00 2000 22:00 Q000 02:00 0400 05100 0F:100 10:00 12:00 14:00
OPing Rate ¥ Current: 100,00 Average: 100,00 Maocimum: 100,00
E Mininum respond time (nsd  Current: 1.00 Average: 1.78 Mazximum: 4 .00
B fuerage respond time (mas)  Current: 1.00 Average : 2.20 Moo mun & .92
W Maxinum respond time (msd  Current: 1.07 Average: 301 Maximum:  27.37
Lazt Updated : Thu 18 Oct 15:35:07 EEST 2007 ©
Daily (5 minute average) Packet drops
reguls-gw.latnet.lv rping RTU g
i 5
=
Sat sun Mo Tue Wed Thu
Current: 100,00 Average:  99.95 Maximum: 100 00
Current: 1.00 Average : 1.74 Maximum:  11.52
Current: 1.00 Average: 2.35 Maximum:  15.65
B Haxinum respond thme (ma)  Current: 1.50 Average 4.19 Maximum:  20.67
Last Updated : Thu 18\0ct 15:35:07 EEST 2007
Weekly (30 minute avegare> . .
Increased delay (msec) at daytime Problem fixed
reguls-guw.latnet.lv rping RTU-GRID E
100 i o foo p
® : 2
= 50° 1+
Week, 35 Week 39 Week 40 Week 41 i
OPing Rate ¥ Current: 100,00 Average: 99.84 Maimum: 100,00
E Minimum respond time (msy  Current: 1.25 Average s 2.43 Maximum:  11.80
B fuerage respond time (ma)  Current: LEAT Average : 3.34 Maximum:  14.85
B Maxinum respond time (msd  Current: 2.37 Average 5.55 Maximum:  19.50
Lazt Updated : Thu 18 Oct 15:35:07 EEST 2007 ©
»

Dane

Fig. 5 Performance problems identified in monitorirg process
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Fig. 5 illustrates Cisco SNMP rping monitoring irapiented in LATNET. This particular graph

shows a performance problem initially on the lingtieeen LATNET GEANT node and RTU

BalticGrid cluster (packet drops, excessive dethying daytime). Analysis of monitoring data helped
to identify the problem which was fixed, thus, sfgantly improving the overall performance.

4.2. ON-LINE INFORMATION PORTAL

Information on network infrastructure and availahteonitoring data is collected on-line at
http://gridimon.balticgrid.org. The first page sh®weographical position of the Baltic countries and
the Geant 2.5Gbps backbone interconnection topology

Z} Baltic Grid Monitoring portal - Microsoft Internet Explorer o =] B33
File Edit Wew Favorites Tools  Help | s
@Back - J " \ﬂ i§| .;\||).-}Sea_r'ch '*Ef‘\'g"Fa\'mrites {Eg | v 1_3_ J - __.| ﬁ
AgdressEjhttp:,l’,l’gridimon.balticgrid.org,l’ j Go |Links 22 GDLngC :vagridi_mons.latnet.lv vH» » I\) Settings+
; ; s =
Baltic Grid Network Monitoring
c tivity: o Contact info:
_Connectivity : g d\h“ﬁ _Contact info
EEMat - 1Gbps [l‘;f 7\ ESTONIA Institute of
LATHET - 1Ghps & Mathematics and
LITHET - 1Ghps 'E' e Computer Science
H http: Afarid. lumii. v
L
o
LITHUANIA
Kaunas
O - -
OLA]
=
[&] pore ’_ ’_ ’_ ’_ ’_ |4 Internet é
Fig. 6 Home page http://gridimon.balticgrid.org
By clicking on each country more detailed inforroaton network topology is available.
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2} Baltic Grid Monitoring portal - Microsoft Internet Explorer ..:IEIEI

File Edit Wew Favorites Tools  Help

Q011 @ )

Address @j http:/faridimon.balticgrid. orgfestonia. htma# j Go | Links

/ ) Search ‘in:( Faworites &} | L, - _4 3] - ,_’J ﬁ
GOA'JgIC||C_57gridimons.latnet.|v d{» » @-Sattingsv
=l

Baltic Grid Network Monitoring

home = Estania

f’/ _H-H‘"\
— : TN
7] Juniper \
| GEANTZ et GEANTZ =
(Lv < > DK )
e |
. __EE . e
R ~—] - S —
TaEas T Se—
~ | EENet —
—— 1 Gbps Ethemet line S st v .
— 2,5 Ghps ATM line - @ Ceant router
o | Traffic \
kriit eenet.ee |

~_ T TEme|

— . — \ WMz Sg |
/ . \ 1N /
f oberonhep kbl \ g WS )/’
\ ‘\‘---'“"' ~
X, / L ._____""'“:_— =
/ = / //' g Tartu S——
[ o ,.~ { university
| E | | X
WHZE = / . rutaja.physic.ut.ee pinguin.rat ut ee 'll
; & . ]
N ( Vo=
\ “n i1 \
\ = N )
N = SE
| (— RURNES =l WH1E F

IMCS UL, 2007

N

[& [ [ [ | e memet

Fig. 7 Example of Estonian grid infrastructure view(http://gridimon.balticgrid.org/estonia.htm)

By clicking on each device it is possible to vievagable graphical information.
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a Traffic - GEANTZ (ge-0/3/0) - Microsoft Internet Explorer

File  Edit View Favorites Tools Help

@B'atk' v @ ™ m @ :h | /r:j'séa_r'c'_h {\?Fa%ri_tés_ @| t::;* :,;e 3] - |_'J ﬁ

-A@r@ssE‘]http:,l',l'muhutaja._eenet._ee,l’muhud,l’L_lhu?iF=jL_|n:?3 j Gq' |Linksi 2 GOOSIE||C}7gridimons.latnet.|v

ge-0/3/0 - GEANT2 | maximum bandwidth: 1 000 000 000 bps BUILE on Tobi
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Day
1000 M
=
=
=
o
o
n
L E0OM
=
w
=
=
o]
1z 16 20 oo 04 0s 12 16 20 oo 04 0s
| in cur: 376 M min: 2.7 M avg: 323 M max: 492 M
Wout  curt B2 M mint 173 M aug: BRI M maxt SM3 M
Week
T s200M
=
o
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L 400 Mg
& zo0 M
5
]
sun Man Tue Wed
H in cur: 345 M min: 40,3 M avg: 287 H max: E34 M
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T s=00M
L BOOM t %
R s M U S 11 T S A | i !
T 4m0MoT o
£ 200 Mg R RS- I R B R B O
=
]
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M out  cur: SDS M min: 85.9 M avg: 409 M max: 832 M

[&] Bore [ [T T T [ememe

Fig. 8 GEANT traffic information (http://muhutaja.e enet.ee)
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a Baltic Grid Monitoring portal - Microsoft Internet Explorer
File:  Edit  Wiew

Fawvarites

=E
Tools  Help | ,ﬁl‘
eBac'k_ - \:) - x @ ‘_Jh | /__) Search ‘iﬂl:(" Faworites @ L’:v '._!\F- |i—] - |_,J @ "3
-‘\ereSS@jhttp:,l’,l'gridimon.balticgrid.org,l’latvia.htm# j GD' Links ¥ GOUSIE||C_57gridimons.latnet.|v d+ 22 @-Sattingsv
Baltic Grid Network Monitoring
home = Latvia

N
o~ Juniper \
[ GEANT2 srp, GEANT2 N
(LT = v > EE )
L ¢
= 1 5bps Ethemet line _— J
2.5 Gbps ATM line o _/“-.,__LV — -/

LATNET GEANT _|

oy cisco 7204
cislco 355|u g g=ant-gwelatnet. by
L .atnety \
ST a 2

T
cisco ES0R
titan-gw latnat Jv

cisco BEOR
reguls-guw latnat v

Cluster

107-241-3560-13
Traffic
. ERTEES

Puduris

IMCS UL, 2007

l_ l_ ’_ l_ l_ | Inkernet

N

= |

Fig. 9 Example of Latvian infrastructure view (http://gridimon.balticgrid.org/latvia.htm)
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LY GRID - 107-241-3560-L3 errors - Microsoft Internet Explorer =] DIZI
File Edit WView Favorites Tools Help |1'*,"
...... 5 = = e =
eBack_ e \‘3 T |= @ :h|/_)Sea_rC_h .. Favorites @| T 3] - |_J
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Fig. 10 Example of error logs view
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a Baltic Grid Monitoring porkal - Microsoft Internet Explorer 2 |D|ﬂ

Flle  Edit %ew Favorites Tools Help | i"l‘
5 NS - 2 SN By

Ot - O - [ B (] Do freone @] - 2 - LK B

Address @J http: ffgridimon, balticgrid . orgflithuania, htm j GO | Links

GOA'JSIC |G57gridimons.latnet.l\-' "H» L @ Settings+
-

Baltic Grid Network Monitoring

home > Lithuania
= 2 i : N
e Juniper \

— 1 Gbps Ethemet line ( GEANTZ 5T GEANTZ N

— 2.5 Gbps ATM line l-" PL ; > LV )

s 100 Gbps Ethemet line N |

)
\ 2 BT =4
= R Sy S .
_..-"grid.pri.kmu.lt N ~— /" pupa.elenkiu.lt
{ N1 \ 1M1
[ [ | W, El— | | ey m
{ SE wzlz :ﬂ / SE wzlﬂ : ce.bgktult
\ =Sl N [ el ]
\ == Kaunas 4@
\ . technical S
| Juniper M320 & i
|_Palanga | L Gainasunidiners  \ university L
I . = Junipar M320 N = . ~
| R 281? - / Kaipeda-juni.itnet.It w ’
', palanga-cis litnet It 4
cisco 3505\
193.213.62,121

LITNET

&% laipedas |
* university

¥ dane ku.lt

Juniper M320 %
siauliai-juni Jitnet It

\ VDU |
/' Juniper M320 . wdupdevduilt ol

2 vilnius-juniitnet Jt

o]
\JEE

o cisco BEDE - \
Mlnius-cis-mii Jitnat Jt \ :

Juniper M220
panevezys-junilitnet )t

Ty cisco BS06
wilniuz cis-vu-1litnet Jr

= < cisca 3560 3
Vilnius gu-mii-itpa Jitret b | =t
scientific 4 * QWAL
# institutes gcomy ‘ = LI

|£] pone : - — ’;I_’_|_|_|° Initerriet

i

Fig. 11 Example of Lithuanian infrastructure view
(http://gridimon.balticgrid.org/lithuania.htm)

LITNET has set up extensive monitoring data systénich helps to monitor all clusters of Lithuanian
grid.
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Fig. 12 Example of packet loss graphs
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Fig. 13 Examples of RTT graphs

BG-DSA2-4-v2-1-IMCSUL- PUBLIC Page 26 of 35
MonitoringSystem



DESIGN AND IMPLEMENTATION OF MONITORING
SYSTEM

Fig. 14 Example of POS jitter graphs
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5. CONCLUSIONS

The successfully implemented BalticGrid network manmg system clearly illustrates the
achievement of BalticGrid in securing excellentwark connectivity between its resource centres in
all Baltic countries. This achievement relies onlyean project signed SLAs with involved NRENs
and by detailed adherence monitoring enabled byléveloped overlay monitoring system described
in this document.

The Grid infrastructure depictions for all threelt®acountries developed for the monitoring portal,
provide easy overview of topologies and resouncéaiticGrid. They allow to get quick access to the
monitoring data of particular links and to undemstareasons for under performing of particular
network resources. This information is used toliteshoot and localise performance problems in the
Grid infrastructure.
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APPENDIX A

modified Perl rping script for monitoring of Balicid SLA parameters

#l/usr/local/bin/perl

# script to remotely ping machine(s) from (cisco) r

# Requirements:

# 1. routerX needs to be a cisco box running snmp

# 2. you as a user should know the RW community str
# 3. need perl on boxA

# Example:

# rping -c guess 10.3.1.15 amazon.com

# The above asks cisco router 10.3.1.15 to ping ama
# (RW) community "guess”

outerX while sitting on box A.

ing for X

zon.com, using

#

# Made by Omer Ansari omer@ansari.com 10/24
# New feature -f added 11/07/00

use Socket;

use Net::SNMP;

use Getopt::Std;

$|++; # for the dramatic dots ;-)
getopt(‘fcwtgnsh');

$source=shift;

$dest=shift if (!($opt_f));

#Duuh:

$checkforsrcdest=(!(($source)|($dest)));
$checkforall=(!(($opt_c)|($opt_w)|(Sopt_f)|($opt_t)
$checkforall=($checkforsrcdest&&$checkforall);

if (($opt_h)|($checkforall)) { &help();} else {};

#the following defines the input file for the desti

if ($opt_f) {$input_file="$opt_f";undef $dest;} els
#The following is the Community_string:

if ($opt_c) {$cs="sopt_c"} else {$cs="private’},

#This defines waiting until the src would have the

if (Jopt_w) {$sleep_time="$opt_w"} else {$sleep_tim
#This defines the timeout value after a packet is ¢

if ($opt_t) {$ping_timeout="$opt_t"} else {$ping_ti
#This is the gaps between the successive probes:

if ($opt_g) {$ping_gap="$opt_g"} else {$ping_gap='3
#This is the number of packets to be sent:

if ($opt_n) {$packet_count="$opt_n"} else {$packet_
#This is the ping packet size:

if ($opt_s) {$packet_size="$opt_s"} else {$packet_s

|($opt_g)|($opt_n)|($opt_s)|($opt_h)));

nations
e { undef $inputfile};

data:

e="2%,

onsidered dropped:
meout='1000};

count='5'};

ize='64",
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sub ss {
# select undef, undef, undef, 0.3;
}
sub help {
print STDERR <<EOF;
rping v0.1 RemotePing Facility
Lets you ping machine(s) from router X while sittin g on box Al
Freeware by Omer Ansari <omer\@ansari.com>

Syntax:
rping [-c comm_string] [-w wait_time] [-t timeout] [-g gap]\
[-n probe_count] [-s probe_size] [-h] <Source> <De stination>
rping [-c comm_string] [-w wait_time] [-t timeout] [-g gap]\
[-n probe_count] [-s probe_size] [-h] <-f input_fi le> <Source>
Options:
-c comm_string: The RW community string on the cis co router
(i.e. the <Source>). Default: private
-w wait_time: The amount of time the script waits before
polling the <Source> for the ping results
[Note: Increase this if you're not
getting results] Default: 2s
-t timeout: Defines the timeout value after which the
packet is considered dropped. Default: 3000ms
-g gap: The gap between successive ping probes
Can be set to zero. Default: 3ms
-n probe_count: The number of packets to be sent. Default: 5
-s probe_size: The size of each ping packet. Defau It: 64bytes
-f input_file: The file which has multiple destina tions to ping
-h help: Help (this dump)
EOF
exit;
}
sub Host2IP {
$host = shift;
(undef,undef,undef,undef,$thisaddr)=gethostbyname($ host);
$ip=inet_ntoa($thisaddr);
return $ip;
}
sub ResponseCheck {

$response = shift;

if (\defined($response)) {
printf("ERROR: %s\n", $session->error);
$session->close;
exit 1;
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}
sub Hex{
#takes Remote_Dest's ip & convert each octet to hex
$IP= shift;
undef @hex_IP;
@IP=split(\./, $IP);
foreach $IP_octet (@IP) {
$hex_octet = sprintf("%02x",$IP_octet);
push @hex_IP, $hex_octet;
}
$hex_IP=join("", @hex_IP);
#hardcoding cisco.com's IP (1 198.133.219.25) in he x format just to check
#code functionality...$hex_IP='c685db19";
return $hex_IP;
}
sub DramaticDots {
select undef, undef, undef, 0.25; print("\.");
select undef, undef, undef, 0.25; print("\.");
select undef, undef, undef, 0.25; print("\.");
select undef, undef, undef, 0.25; print("\.");
}
sub Init_Probe_Src {
$source_IP=shift;
$cs=shift;
#print("Initializing $source_IP to send ping probes "); &DramaticDots();print "\n";

($session, $error) = Net::SNMP->session(
Hostname=>$source_IP,
#Port=>161,
#Version=>1,
Community=>$cs

)i
if ('defined($session)) {
printf("ERROR: %s\n", $error);
exit 1;
}

#print("community(RW): $cs, wait_time: ${sleep_time s, ");
#print("timeout: ${ping_timeout}ms, probe_gap: ${pi ng_gap}ms, ");
#print("# of pings: $packet_count, packet_size: ${p acket_size}bytes\n");
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} #endsub Init_Probe_Src

sub Init_Probe_Dest  {
$i = shift; #leaf
$dest_IP = shift;

#defining a specific leaf for one destination
#.

#%$i="100";
$ciscoPingEntryStatus_OID="1.3.6.1.4.1.9.9.16.1.1.
$ciscoPingEntryOwner_0OID="1.3.6.1.4.1.9.9.16.1.1.1
$ciscoPingProtocol_OID=".1.3.6.1.4.1.9.9.16.1.1.1.2
$ciscoPingAddress_0OID="1.3.6.1.4.1.9.9.16.1.1.1.3.
$ciscoPingPacketCount_0OID="1.3.6.1.4.1.9.9.16.1.1.
$ciscoPingPacketSize_0OID="1.3.6.1.4.1.9.9.16.1.1.1
$ciscoPingPacketTimeout_OID="1.3.6.1.4.1.9.9.16.1.
$ciscoPingDelay_0OID=".1.3.6.1.4.1.9.9.16.1.1.1.7.".

# Initialization of the Ping Probe:
#
#first to destroy any previous results on row $i:
$response = $session->set_request($ciscoPingEntrySt
&ResponseCheck($response);

#second, to initialize (createAndWait) the ciscoPin
#builds the row by setting ciscoPingEntryStatus = 5
$response = $session->set_request($ciscoPingEntrySt
&ResponseCheck($response);

# Setting ping probe characteristics:
#
## Now, to set the characteristics of the ping
# Set ciscoPingEntryOwner = <anyname>
#print(".");

$response = $session->set_request($ciscoPingEntryOw

&ResponseCheck($response);

#Set ciscoPingProtocol =1 = ip

#print("setting ciscoPingProtocol to 1 \(ip\)\n");
$response = $session->set_request($ciscoPingProtoco
ss;
&ResponseCheck($response);

#Set ciscoPingAddress = Hex($ping_destination)
#note, you have to pass a hex string and not a regu

#for this you'd need to call the hex() subroutine t

$hex_IP=&Hex($dest_IP);

1.16."."$i";
5.8,
T
T
1.4.."$i"
5.1
1.1.6.."$i";
"$i;

atus_OID, INTEGER, '6");
gEntryStatus

atus_OID, INTEGER, '5");

ner_OID, OCTET_STRING, 'ping_src');

|_OID, INTEGER, '1);

lar IP,
o change it
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#print("setting ciscoPingAddress to hex($dest_IP)\
#the pack solution below was provided by the creato
#mr. David Town (dtown@pit.comms.marconi.com). Than
$response = $session->set_request($ciscoPingAddress
&ResponseCheck($response);

#Set the probe timeout (ciscoPingPacketTimeout)
$response = $session->set_request($ciscoPingPacketT
Ss;

&ResponseCheck($response);

#Set the gaps (in ms) between successive probes (ci
$response = $session->set_request($ciscoPingDelay_O
ss;

&ResponseCheck($response);

#Set the packet count to $packetcount (ciscoPingPac
#print("setting ciscoPingPacketCount to $packet_co

$response = $session->set_request($ciscoPingPacketC

Ss;

&ResponseCheck($response);

#Set the packet size to $packet_size (ciscoPingPack
#print("setting ciscoPingPacketSize to $packet_siz

$response = $session->set_request($ciscoPingPacketS

ss;

&ResponseCheck($response);

} #endsub Init_Probe_Dest

sub Launch_Probe {
$i = shift ; #leaf
$ciscoPingEntryStatus_0OID="1.3.6.1.4.1.9.9.16.1.1.

#first verify that ping is ready to go (ciscoPingEn
#print(“verify if ping is ready ciscoPingEntryStatu
$response = $session->get_request($ciscoPingEntrySt

&ResponseCheck($response);
if ($response->{$ciscoPingEntryStatus_OID} '=2)  {

n");
r of the SNMP.pm module himself,
k you!
_OID, OCTET_STRING, pack('H*, $hex_IP));

imeout_OID, INTEGERS32, $ping_timeout);

scoPingDelay)
ID, INTEGER32, $ping_gap);

ketCount)
unt\n");
ount_OID, INTEGER, $packet_count);

etSize)
e\n");
ize_OID, INTEGER, $packet_size);

1.16."."$i";

tryStatus = 2)
s should be 2 \(notInService\)\n");
atus_OID);

print STDERR "ERROR: ping probe not ready: $\n";

exit;

#print "entrystatys: $response->{$ciscoPingEntrySt

#print "ping probes ready to be launched";&Dramat

}else {

atus_OID}\n";
icDots();print"\n";
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#launch probe, Set ciscoPingEntryStatus = 1 to tell it to activate
#print("Launching $packet_count ping probes \($pack et_size bytes\): \n");
#print("$source_IP ($source) --\> $leaf_IP{$i} ($IP _name{$leaf_IP{$i}})\n");
$response = $session->set_request($ciscoPingEntrySt atus_OID, INTEGER, 1);
#sleep $sleep_time;print "\n";

} #endsub Launch_Probe
sub Get_Results {
@leaves = @_;
#doing an snmpwalk [get_table()] to get the data:
$results_OID="1.3.6.1.4.1.9.9.16.1.1.1";
$response = $session->get_table($results_OID);
&ResponseCheck($response);
foreach $i (@leaves) {
$ciscoPingSentPackets_0OID="1.3.6.1.4.1.9.9.16.1.1. 1.9.."$i";
$ciscoPingReceivedPackets_OID="1.3.6.1.4.1.9.9.16. 1.1.1.10."."$i";
$ciscoPingMinRtt_OID="1.3.6.1.4.1.9.9.16.1.1.1.11. T
$ciscoPingAvgRtt_OID="1.3.6.1.4.1.9.9.16.1.1.1.12. T
$ciscoPingMaxRtt_0OID="1.3.6.1.4.1.9.9.16.1.1.1.13. T

$sent=$response->{$ciscoPingSentPackets_OID};
$received=$response->{$ciscoPingReceivedPackets_OID %
$percentage=($received/$sent)*100;
$min=%response->{$ciscoPingMinRtt_OID},
$avg=$response->{$ciscoPingAvgRtt_OID};
$max=$response->{$ciscoPingMaxRtt_OID};

$ip="$leaf_IP{$i}";

#H#H# affichage retour

#print("\(target: $IP_name{$ip}\): Success rate :$p ercentage\% ($receivedV$sent), ");
#print("$percentage");

print("rate:$percentage min:$min avg:$avg max:$max" ;

#print("round-trip min/avg/max = $min/$avg/$max ms\ n");

#print("$min\n");

#print("$avg\n");

#print("$max\n");

#last to destroy the results on row $i:
#Commented out for debugging purposes...

#print("setting ciscoPingEntryStatus to 6 \(destro y\\n");
#$response = $session->set_request($ciscoPingEntryS tatus_OID, INTEGER, '6");
}

} #endsub Get_Results
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#MAIN() :

($source_IP)=&Host2IP($source);

#first to check if single dest or multiple:
if (1(Sinput_file))  {
#single dest.
($dest_IP)=&Host2IP($dest);
$IP_name{$dest_IP}=$dest;
push @destinations, $dest_IP;

}else {
open (INPUT_FILE, "<S$input_file");
while (RINPUT_FILE>) {

#create an array with all dest. IPs
$d _host=$_;

chomp $d_host;

$d_ip = &Host2IP($d_host);
$IP_name{$d_ip} = $d_host;
push @destinations, $d_ip;

}
$number_of_dest = @destinations;
}
$leaf = 90;
&Init_Probe_Src($source_IP, $cs);
# print("Setting ping probe attributes"); #&Dramati

foreach $destination (@destinations) {

$leaf = $leaf + 10;
$leaf _IP{$leaf} = $destination;
&Init_Probe_Dest($leaf, $destination);

push @leaves, $leaf;

} #endforeach $dest..
#print "\n";
foreach $lif (@leaves)
&Launch_Probe($lif);

}

sleep $sleep_time;
&Get_Results(@leaves);

#close the session
$session->close;

cDots();
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