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Abstract: During the first nine months of the BalticGrid project there are many resources made
available at production quality for users in Baltic States. For monitoring that infrastructure and for
supporting the operational personnel the monitoring and operational support systems have been set up.

This document describes the current implementation of both the monitoring system for BalticGrid as
well as operations and support for both sites and users.
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1. INTRODUCTION

The Baltic Grid project aims i) to develop and integrate the research and education computing and
communication infrastructure of the Baltic States into emerging European Grid Infrastructure, ii) to
bring the knowledge in Grid technologies and use of Grids in the Baltic States to a level comparable to
that in EU member states with a longer experience in the development, deployment and operation of
Grids, and iii) to further engage the Baltic States in policy and standards setting activities. The
integration of The Baltic States into the European Grid infrastructure will primarily focus on extending
the EGEE to the Baltic States.

At the moment of writing this deliverable the project had been operational for almost one third of its
designated time and many resources were considered available at production quality, therefore the
need for monitoring this infrastructure as well as providing both operational and user support to the
community was crucial.

The current situation of the BalticGrid is that most parts of it can already be used for production
quality scientific computations. The hardware used varies with sites being from Opteron clusters to
Itanium2 clusters with also some ordinary P4 farms converted from computing classes.
At the writing of this report all central services had been doubled at least in Estonia and Lithuania to
provide possible fallback situations in case one of the services is down. These central services are run
on virtualized machines at EENet and Vilnius University.

The middleware currently used is gLite 3.0 albeit only one gLite computing element has been
deployed due to multiple problems with parallel use of both LCG computing elements and gLite
computing elements. However migration to gLite based system in sense of computing elements and
WMS is underway.

This document describes the current implementation in both the monitoring system for BalticGrid as
well as operations and support for both sites and users.

1.1. ACRONYMS

ARC Advanced Resource Connector

BDII Index Information Database

BalticGrid Baltic Grid Project

BG Baltic Grid

CA Certification Authority

CiC Core Infrastructure Center

CERN European Organization for Nuclear Research

EENet Estonian Educational and Research Network

EGEE Enabling Grids for E-science

GGUS Global Grid User Support

gLite EGEE Middleware suite

GOCdb Grid Operations Centre database

GridICE Monitoring Service for Grid systems

LCG LHC Computing Grid

LHC Large Hadron Collider

NICPB National Institute of Chemical Physics and Biophysics
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Virtual Organisation Management Service

SAM Service Availability Monitoring
SFT Site Functionality Tests

VO Virtual Organisation

VOMS

1.2. REFERENCES

(1]

Baltic Grid Project

http://www.balticgrid.org/

(2]

EGEE Northern Europe

Operating Centre (NE ROC)

Regional

http://www.egee-ne.org/

(3]

GEANT network

http://www.geant.net/

(4]

GStat monitoring for BalticGrid

http://goc.qgrid.sinica.edu.tw/gstat/baltic/

(5]

NorduGrid ARC middleware

http://www.nordugrid.org/middleware/

(6]

Xen virtualization software

http://www.xensource.com/xen/xen/

(7]

LCG Savannah

https://savannah.cern.ch/
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2. MONITORING SYSTEM

For the monitoring of BalticGrid infrastructure and services we have opted to use the well defined and
proven tools of EGEE project. In addition to the already developed tools we have added a few smaller
tools to validate some scenarios not currently covered or to bring out potential errors which are not
shown in the usual tests.

2.1. GSTAT

GStat portal is developed and maintained by EGEE. BalticGrid uses it for monitoring of available
resources and for central access to GOCdb and SFTs based on the summary information available.
There has been created a separate region in GStat to allow for quick overview of BalticGrid resources
only. The link to this specific regions monitoring page is as follows:

http://goc.qgrid.sinica.edu.tw/qgstat/baltic/
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Figure 1 - GStat portal
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2.2. SFT — SITE FUNCTIONALITY TESTS

The regularly running tests to monitor the health of the resources in the standard usage patterns (CA
collection’s validity, replica management, jobs submission, grid middleware health etc) is done using
central SFT (Site Functional Tests) run by two different locations. We use both the central SFT run by
CERN for resources which are registered already in GOCdb and of production quality.

In addition we run a separate instance of SFT in BalticGrid under the balticgrid VO to cover two
different aspects:

e Running SFT for sites which are not in GOCdb yet
e To validate that everything works under balticgrid VO.

2.2.1. SFT at CERN

The tests are used not only for BalticGrid, but are used for all of EGEE2 and associated projects to
check in a common way that the site is passing a certain amount of basic tests like validating that CA
packages are up to date, job submission and execution are running smoothly, replica management,
accounting data is being gathered etc. These tests are usually run in a few hour intervals. If two or
more tests fail in row it is picked up by EGEE2 operational staff and a GGUS ticket is assigned to the
site to fix the errors.

The website for CERN SFT is:
https://Icg-sft.cern.ch/sft/lastreport.cqi

csh CSH et

rgmasc | K-GMA Secun: Connector
swdir |VO sofiwan: dinctory
rgma R-GMA

ver Softwane Version (WN)

wWn WIN horst nume
ca CA ors version
Sl |rm Replica Menagement
= SERISH |votag | VO Tag munugement
Test summary Findibe is Tob wutfnib'sm
CT OK NT Mon-critical wests failed §22£980| |bi Emkerinfo
dicam BIENIN 2 12 18 OK OK sn2esse| |apel |Apeliest

NEC-BLUESMOKE
P

=il (] | =
SICIEACIEE
o o||ololie

SARA-LISA

Figure 2 - CERN SFT status page
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2.2.2. SFT at Vilnius University

Separate instance of SFT is being run by the Vilnius University to monitor the resources which are
new and not yet registered or only have candidate status in the EGEE GOCdb. This service is used
also to validate the operation of sites which support the balticgrid VO. These tests are running every
hour and perform the same functions as the CERN SFT with a few exceptions in configuration
(BalticGrid central services is being used instead of EGEE’s). A separate portal is available to monitor
the test results. The results can be seen at the following address:

https://grid2.mif.vu.lt/sft/lastreport.cqi

. . . VO balticgri

St.| Region Site Name Site CE e jm_f"’ihm_mm
1. [IL [CentralEurope |AMD64.PSNC.PL |fangommanpoznanpllJL [X[72] 72 |[72[ 22 [ ([ 12 [ 72
2. ]S |CentralEurope |CYF-CERTIF-TB |zeusl3.cyf-kredupl |[JIS |X|(?7?| 77 (77| 77 (72|72 (77| 717 | 77
3. |OK|CentralEurope ([CYFRONET-1A64 |aresO2.cyf-kredu.pl |OK|OI[270|0] O OO0 O | X
4. |OK|CentralEurope ([CYFRONET-LCG2|zeus02 cyf-kredupl |OK|O(I|302 |0 O OO0 O | O
5. |OK|NorthernEurope| EENet kriit.eenet.ee OK|O(I|302|0 O OO0 O | O
6. |OK|CentralEurope |egee.man.poznan.pl (ce.egee.man.poznan.pl |JOK|O(I(270|0| O OO0 O | O
7. |IL |NorthernEurope|IBT-LCG2 scientific ibt.It JL (X|?2| 77 |?77) 77 (M7M|M?| 77 | 7
8. |CT |CentralEurope |IFI-PAN-BG fwe01 .ifj.edu.pl CT|O|I|302(0| X |O(O|0| W | O
9. | CT |NorthernEurope | IMCSUL puduris latnet.lv CT|O|I|270|0| O |O|O|X| O | O
10.{JS |NorthenEurope IMCSUL-INF birzs latnet.lv JS |X[I|302(0| X (OO0 O | O
11.| OK |NorthernEurope | [TPA-1. CG2 atomas.itpa.t OK|O(I|270(0| O (OO0 W | O
12.|IS |NorthernEurope KTU-BG-GLITE |ce.bg ktu It JS |X(I|302(0| X (OO0 O | O
13.) OK|NorthemnEurope| KTU-ELEN-LCG2 |pupa.clen.ktu It OK|O|I|302|0/ O |O|O|O| W | O

Figure 3 - SFT overview page for BalticGrid run with BalticGrid VO

2.3. SAM - SERVICE AVAILABILITY MONITORING
http://goc.qgrid.sinica.edu.tw/gocwiki/Service Availability Monitoring

The Service Availability Monitoring framework (SAM) aims to provide a site independent, centralized
and uniform monitoring tool for all grid services. It is the main source of monitoring information for
high-level grid operations and is being used in the validation of sites and services with calculation of
availability metrics.

It is currently implemented in a test environment and will be fully integrated with BalticGrid
monitoring framework depending on the preliminary tests of this new monitoring tool and once a
suitable resource to run the tests from has been found (pending access to Oracle database).

The current implementation can be seen at the following address: https://Ixb6112.cern.ch/sam/sam.py
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balticgrid

No  RegionName SiteName NodeName Status

rgmase  rm  votag  swdir csh  ca  ver bi rgma s
1 Baltic cyf-certif-th zeusl3.cyf-kredu.pl | ERROR na na na na | na |na|na|na| na |eror
2 Baltic cyfronet-ia64 ares02 cyf-kr.edu.pl ERROR ok ok ok error | ok | ok | ok | ok | ok ok
3 Baltic net-| zeus02 cyf-kr.edu.pl OK ok ok ok ok | ok |ok | ok |ok| ok ok
4 Baltic eenet kriit.eenet.ee OK ok ok ok ok |ok |ok | ok |ok| ok ok
5 Baltic | egee.man.poznan.pl | ce.egee.manpoznanpl | OK ok ok | ok | ok [ok |ok| ok |ok| ok | ok
6 | Baltic ifj-pan-bg fweOl.ifiedupl | ERROR | emor | ok | wam | ok | ok |ok | ok | ok | emor | ok
7 Baltic imesul puduris Jatnet.Iv ERROR ok emmor | ok ok | ok |ok | ok |ok| ok ok
8 Baltic imesul-inf birzs latnet.Iv ERROR | ok ok ok ok | ok | ok | ok | ok | error | error
9 Baltic a-le atomas itpa It WARN ok ok |wamn | ok | ok |ok | ok |ok| ok ok
10 | Baltic Kktu-bg-glite cebg ku lt ERROR | emor | ok | ok | ok | ok | ok | ok | ok | error | emor
11 Baltic kiu-elen-le pupa.elen ktu It WARN ok ok | wamn | ok | ok |ok | ok | ok | ok ok
12 Baltic pdc £03n02 .pdc kih se ERROR | error ok | wamn | ok ok |ok | ok | ok | ok ok
13 Baltic riueif ce01 .grid etf.rtu lv OK ok ok ok ok ok |ok | ok | ok | ok ok
14 Baltic t2 estonia oberon hep kbfi.ce OK ok ok ok ok | ok |ok | ok |ok| ok ok
15 Baltic ut cs pinguin.mt.ut.ee ERROR | error | ok | wam | ok | ok | ok | ok | ok | emror | ok
16 Baltic yu-mif-| grid2. mif.vu.t OK ok ok ok ok |ok |ok | ok |ok| ok ok

Figure 4 - excerpt from SAM (computing elements test results)

2.4. STRESS TESTS

Additionally to SFT and later SAM, the Baltic Grid Stress Tests were developed for monitoring the
status of computing elements. SFT tests primarily the functions of the front-end. It showed that sites
are working properly, but users were still complaining about aborted jobs. The SFT has quite short and
simple tests. It was proposed that longer jobs taking about an hour would reveal some additional
problems with clusters.

The basic intent is to validate that the clusters service is adequate for production use. The Stress Tests
have shown that both constant and intermittent problems arise even in clusters which seem to pass
SFT on a regular basis. If the need arises the Stress Tests can be extended further and additional test
scenarios can be added.

The Stress Tests were developed by EENet. Stress Tests are real CPU-intensive jobs similar to those
run by users every day and the reports are available on web. The jobs are about one hour long and
those jobs are CPU-intensive. The Stress Tests results can be seen at the following address:

http://targutaja.eenet.ee/stress-test/

BG-DSAL.4-v1.0-Monitoring- PUBLIC Page 9 of 15
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CE Last test
1. |ares02.cyvf-kredu.pl |2006-09-11 16:01:02
2. |atomas.itpa.lt 2006-09-11 16:01:02
3. |birzs.latnet.lv 2006-09-11 16:01:02
4. |ce.bg.kiu.lt 2006-09-11 16:01:02
5. |ce.egee.man.poznan.pl | 2006-09-11 16:01:02
6. |ce0l.grid.etf.rtu.lv 2006-09-11 16:01:02
7. |fangorn.man.poznan.pl | 2006-09-07 10:01:02
8. |fwe0l.ifj.edu.pl 2006-09-11 16:01:02
9. |g03n02.pdc kth.se 2006-09-11 16:01:02
10. | grid .viu.lt 2006-08-28 16:01:02
11.|grid2 .mif.vu.lt 2006-09-11 16:01:02
12. | kriit.eenet.ee 2006-09-11 16:01:02
13.|oberon.hep kbfi.ce 2006-09-11 16:01:02
14.|pinguin.mt.ut.ee 2006-09-11 16:01:02
15. | puduris.latnet.lv 2006-09-11 16:01:02
16.| pupa.elen.kiu It 2006-09-11 16:01:02
17.|zeus02 .cyf-kr.edu.pl |2006-09-11 16:01:02
18.|zeusl3d cyvf-kredu.pl |[2006-09-11 16:01:02

Figure 5 — Stress Tests status page

2.5. GRIDICE

In the beginning of the project, GridICE was installed for getting monitoring overview. The service

was retired because of the following reasons:

1. it needed separate information gathering plug-in to be installed at sites

2. it had instabilities in the information gathering, from time to time the information it had was
not correct.

3. couple of features did not work and the support had ended.

BG-DSAL.4-v1.0-Monitoring-
operational-support-system
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3. OPERATIONAL SUPPORT SYSTEM

Operational support infrastructure has been built with three layers in mind to provide an all-round
service to the Grid in both it’s ramp-up phase as well as later on the production use of the resources.

BG Operations
Director

i 7y 7
Grid development Site support layer U ser support layer
layer Middleware instalation Interaction with users
Ewalustion of the and troubleshooting
upcoming releases, of daily operations,
admizsion of new WO management on RT request tmcker
sites, etc. the site level T'CkEt""g system

Addlition and problems and their
=A1 ings j mairtenance of zalutions

clusters p.
Operations
mestings

Figure 6 - Layers of support system

Mailing list — o . By U ser requests
Site administrators Dats basze of user
I

The first layer is the project development in which case discussions are necessary to evaluate the
upcoming releases, new sites to be joining etc. These discussions take place in either the project SAl
activity mailing list or the weekly SA1 meetings. There are at this moment no separate operations
meetings as in the current phase of the project the development and day-to-day operations are related
and need to be addressed at the same time. Once the development phase is geared down and the
project mostly deals with production use then there will also be separate operations meetings.

The second layer is support for sites in their middleware installation and troubleshooting of daily
operations as well as software installations and VO management on the site level. Historically this
support has also been part of SA1 activity mailing list however this is now migrating to a Request
Tracker (RT) system installed at http://support.balticgrid.org/ or through e-mail interface of
support@balticgrid.org. In addition the sites in production receive tickets from GGUS system as part
of the central EGEE2 operational infrastructure and have to file operational reports through the CIC
portal as any other site in EGEE2. In cases where the problem seems to be bigger than just the
resources in BalticGrid or in case it cannot be resolved with local help, these tickets are escalated to
GGUS for help from experts.

The third layer is the user support layer. Historically this was done through NA3 and SAL e-mailing
lists as the first nine months of the project were mostly used to build up the Grid infrastructure and
start introducing the users to Grid concepts. In this environment the application activity (NA3) and
Grid operations and development activity (SA1) had the knowledge and contacts to the users and
could help them in this regard. The user support system has been set up using the same infrastructure
of RT at support.balticgrid.org. There will be an e-mail gateway as well as web ticket opening options.
The migration of user support from mailing lists to the new system is underway.

BG-DSAL.4-v1.0-Monitoring- PUBLIC Page 11 of 15
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3.1. WEBPAGE

Web page is used for gathering different documents (instructions, tutorials, manuals etc) to one
location. This has been in great part the SA1 activity internal pages of the BalticGrid project website
(http://www.balticgrid.org/). Some of the more public documents like “How to request a certificate”
etc have also been linked on the public parts of the website.

t# Training
s Dissemination Technical Guides
i Results Up one level

i Feedback Form Practical information for site administrators and grid users about joining grid infrastructure.

# Grid Operations

1t Application [ grid -restore
Support
H# SAL Activity
grid -backup
INTERMAL O
5 SAL
i Technical & Backup policy in BalticGrid
Cuides
t Meeting
Minutes & MPL in BalticGrid
i PMB Descriptiong about how to run MPI in BalticGrid
t Templates : )
s Wiki folder & Conflqurln_q Gamess VO _
Instructions how to configure Gamess VO
News [3 elen-glite-MPLpdf
18-May-2006 elen-glite-MPl.pdf
= The First . NP
EaltleGrid Al Hands 3 Adding a ne_!w cluster to BaltlFGI‘ld . - . ; . ] .
Meeting Information on how to configure a new cluster in BalticGrid project using yaim configuration tool
successfully held and how to register it with BG Resource Broker. It assumes that LCG software was already
installed.
12-May-2006
[= Registration for 3 User Registration to BalticGrid VO
the First BalticGrid Information for grid users on: HOW TO JOIN Baltic Grid Virtual Organization.
Summer School is
now open!

B Importing Certificate into User's Browser
Technical information on how to convert and import user's certificate into web browser For
13-Mar-2006 .
3 First certified Internet Explorer, Mozilla/Netscape, Opera users.

BalticGrid sites
Figure 7 - excerpt from SA1 technical guides web page

In addition the webpage of http://voms.balticgrid.org/ contains also some technical documentation as
well as custom packaged Plug-and-Play gLite/LCG User Interface (UIPnP) etc. These documents are
planned to be moved to a central location under the project homepage to provide uniform access to all
of the documentation. A Wiki is also set up under the SA1 activity internal part of the project website
to gather together possible common problems with solutions. At this moment all of the sites in
BalticGrid are also participants in the project and hence no access restrictions come from the current
location of the Wiki. However, once the infrastructure expands beyond partners, then most of the
documentation will be made public. This is also the full intention of the project members that much as
possible of the documents from the BalticGrid project should be made public.

3.2. MAILINGLISTST

BalticGrid project  uses EENet’s listserver lists.eenet.ee. It uses Mailman
(http://www.gnu.org/software/mailman/index.html) as its mailinglist management software. In the
listserver, each activity has its own mailinglist as well as separate lists for Project Management Board
and External Advisory Committee.

BG-DSAL.4-v1.0-Monitoring- PUBLIC Page 12 of 15
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3.2.1. SA1 mailinglist
The SA1 activity, “BalticGrid Operations” uses mailinglist balticgrid-sal@balticgrid.org

There were about 950 messages from the beginning of project till the end of August 2006. The list is
mostly used for discussions on the BalticGrid infrastructure development and maintenance as well as
guestions on troubleshooting and setting up the operational infrastructure. It is a general-purpose
technical discussions list of anything related to building or operating the BalticGrid.

3.2.2. NA3 mailinglist

The NAS3 activity, “Application Identification and Support” uses mailinglist balticgrid-
na3@balticgrid.org. There were around 80 messages from the project beginning to August 2006. The
list is mostly used by the NA3 activity for applications related discussions however it has also been
used for user support and in helping the VO managers in their tasks of remote software installation and
VO management.

3.3. REQUEST TRACKER (RT)

For getting better overview of ongoing problems, the Request Tracker ™ was installed. EENet has
used RT for 3 years for tracking open issues. It has helped to get good overview of the work to be
done. Migration to this new system is still ongoing, but already now a lot of the error reports and
trouble tickets are opened through the support interface or e-mail gateway instead of writing to SA1
mailing list.

6 BalticGrid Project

RT for balticgrid.org

New ticket in General

Home

Tickets [l 10 highest priority ticketsTown...

# Subject Priority Queue Status

Tools

-~
Configuration # Subject Queue Status Created
- 61 dpm support  open 5 weeks ago Take
Preferences 16 spamfilter for support.bg.org support  open 3 months ago  Take
- 10 Why not use certificates for access to RT ? support  open 3 months ago  Take
Approval

Subject: Queve: Owner:

; F
Generallﬂ mario Iﬂ

Create

Figure 8 - RT administrators interface

3.4. GGUS

GGUS is EGEE2 central trouble ticket system used throughout Europe for problems ranging from
single users having trouble with their applications to site level problems reported from central
monitoring frameworks like SFT-s. It is a tool outside of the BalticGrid project, but as there is close
collaboration between EGEE?2 and BalticGrid in almost all aspects, then BalticGrid also uses the same
trouble ticket system for escalations and problems beyond the control of Baltic partners. It is also used

BG-DSAL.4-v1.0-Monitoring- PUBLIC Page 13 of 15
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for reporting problems from the monitoring system to site administrators who have to respond to all of
the tickets opened against them in the ticketing system.

Welcome to Global Grid User Support

What is GGUS?

» Read more about the idea and the concept of GGUS
» OWL - ongoing worklist

Tickets @ GGUS

» Submit a new ticket via browser
» Submit a new ticket via email

Tickets from Mario Kadastik 6729 (access via certificate)

D Status
k1483 soled
k90973 solved
0440 solved
B 0235 sohved
B 0234 solved
F 0437 solved
B 037H  unsohied

Date Info

2006-08-18 APEL data differs from the one in accounting datab...
2006-07-02 APEL publication fails

2006-06-15 Job submission fails

2006-06-15 BalticGrid VO not found

2006-08-15 Job match doesn't work

2006-06-14 FT3 between RAL and TZ_Estonia timing out
2006-08-14 FTS =ervice discovery working intermittenthy

Figure 9 - part of GGUS interface for site admins
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4. CONCLUSIONS

The current structure for monitoring provides sites with up-to-date information on their status history
as well as the latest results through GStat, SFT and SAM. That way a site admin can easily monitor
health of the site and take action if needed. However, if the site does not have an active helpdesk, then
the monitoring tools also provide a means for opening trouble tickets to be assigned to the particular
site.

The trouble ticketing system for sites is used in the same way as in EGEE2 project. BalticGrid project
uses the same infrastructure and software (GGUS, GStat, SFT) and in addition we have created local
monitoring and support structures (Stress Tests, RT). This enables small and local problems to be dealt
with within the region using local monitoring and support structures while bigger problems or
problems extending beyond Baltic region can be maintained using EGEE2 support structures.

User support is established using a ticketing system (RT) and migration from the previous discussion
based support using mail lists is currently taking place. As the usage of the Grid grows, the need for
user support will grow proportionally. To handle this efficiently all the different categories of
supporters such as systems experts, and applications experts will use the common BalticGrid ticketing
system.
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